
Types of Cookies We Use

Website: www.philippineairlines.com

# Type ID Domain Description

1 Strictly 
Necessary

ASP.NET_SessionId www.philippineairlines.com Issued by Microsoft's ASP.NET 
Application, this cookie stores 
session data during a user's 
website visit.

2 Strictly 
Necessary

ARRAffinity .www.philippineairlines.com ARRAffinity cookie is set by Azure 
app service and allows the service 
to choose the right instance 
established by a user to deliver 
subsequent requests made by 
that user.

3 Strictly 
Necessary

ARRAffinitySameSite .www.philippineairlines.com This cookie is set by Windows 
Azure cloud and is used for load 
balancing to make sure the visitor 
page requests are routed to the 
same server in any browsing 
session.

4 Strictly 
Necessary

AWSALBCORS upgrade.plusgrade.com This cookie is managed by 
Amazon Web Services and is used 
for load balancing.

5 Strictly 
Necessary

JSESSIONID .plusgrade.com The JSESSIONID cookie is used by 
New Relic to store a session 
identifier so that New Relic can 
monitor session counts for an 
application.

6 Strictly 
Necessary

_GRECAPTCHA www.google.com This cookie is set by the Google 
recaptcha service to identify bots 
to protect the website against 
malicious spam attacks.

7 Strictly 
Necessary

selectedCurrency giftcard.philippineairlines.com This cookie is used by ecommerce 
website to store the user’s 
selected currency.

8 Strictly 
Necessary

ApplicationGatewayA
ffinity

.corporate.philippineairlines.co
m

This cookie is set by the Laravel 
Framework. This cookie is used 
for managing browsing sessions. 
It enables keeping the web 
browser traffic assigned to single 
server.
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9 Strictly 
Necessary

__RequestVerificatio
nToken

www.philippineairlines.com This cookie is set by web 
application built in ASP.NET MVC 
Technologies. This is an anti-
forgery cookie used for 
preventing cross site request 
forgery attacks.

10 Preferences language giftcard.philippineairlines.com This cookie is used to store the 
language preference of the user.

11 Strictly 
Necessary

AWSALB .plusgrade.com AWSALB is an application load 
balancer cookie set by Amazon 
Web Services to map the session 
to the target.

12 Statistics _gcl_au .philippineairlines.com Provided by Google Tag Manager 
to experiment advertisement 
efficiency of websites using their 
services.

13 Statistics cid .sojern.com The cid cookie helps to identify 
unique visitors and understand 
their site behaviour at different 
times.

14 Statistics _ga .philippineairlines.com The _ga cookie, installed by 
Google Analytics, calculates 
visitor, session and campaign data 
and also keeps track of site usage 
for the site's analytics report. The 
cookie stores information 
anonymously and assigns a 
randomly generated number to 
recognize unique visitors.

15 Statistics _gid .philippineairlines.com Installed by Google Analytics, _gid 
cookie stores information on how 
visitors use a website, while also 
creating an analytics report of the 
website's performance. Some of 
the data that are collected 
include the number of visitors, 
their source, and the pages they 
visit anonymously.

16 Statistics gid .sojern.com Google Analytics installs this 
cookie to store a unique value 
when the user visits each page.

17 Statistics SC_ANALYTICS_GLOB
AL_COOKIE

dev.local Sitecore sets this cookie to track 
the number of visits a visitor 
makes to the website.

18 Statistics _gat_gtag_UA_
232128247_2

.philippineairlines.com Set by Google to distinguish 
users.

19 Statistics _ga_47TQ0613HS .philippineairlines.com This cookie is installed by Google 
Analytics.
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20 Statistics LaVisitorNew hirayaflightpass.philippineairlin
es.com

This cookie is set by the provider 
LiveAgent. This cookie is used for 
identifying if this is a new or 
returning visitor, automatic 
invitations may display depending 
on this attribute.

21 Statistics LaSID hirayaflightpass.philippineairlin
es.com

This cookie is set by the provider 
LiveAgent. This is a session cookie 
used for visitor session identifier.

22 Marketing test_cookie .doubleclick.net The test_cookie is set by 
doubleclick.net and is used to 
determine if the user's browser 
supports cookies.

23 Marketing IDE .doubleclick.net Google DoubleClick IDE cookies 
are used to store information 
about how the user uses the 
website to present them with 
relevant ads and according to the 
user profile.

24 Marketing _ttp .tiktok.com TikTok set this cookie to track and 
improve the performance of 
advertising campaigns, as well as 
to personalise the user 
experience.

25 Marketing uuid2 .adnxs.com The uuid2 cookie is set by 
AppNexus and records 
information that helps in 
differentiating between devices 
and browsers. This information is 
used to pick out ads delivered by 
the platform and assess the ad 
performance and its attribute 
payment.

26 Marketing mc .quantserve.com Quantserve sets the mc cookie to 
anonymously track user 
behaviour on the website.

27 Marketing _fbp .philippineairlines.com This cookie is set by Facebook to 
display advertisements when 
either on Facebook or on a digital 
platform powered by Facebook 
advertising, after visiting the 
website.

28 Marketing _tt_enable_cookie .philippineairlines.com Tiktok set this cookie to collect 
data about behaviour and 
activities on the website and to 
measure the effectiveness of the 
advertising.
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29 Marketing __qca .philippineairlines.com The __qca cookie is associated 
with Quantcast. This anonymous 
data helps us to better 
understand users' needs and 
customize the website 
accordingly.

30 Marketing fr .facebook.com Facebook sets this cookie to show 
relevant advertisements to users 
by tracking user behaviour across 
the web, on sites that have 
Facebook pixel or Facebook social 
plugin.

31 Statistics _dc_gtm_UA-335781
63-14

.philippineairlines.com Google Analytics (UA) ; to store 
number of service requests.

32 Statistics tfpsi .philippineairlines.com - Measure of conversion, bounce 
rate and time on site: allowing 
Teads to Measure conversion, 
bounce rate, time on site to 
inform advertisers about the 
traffic that Teads is sending over
- Optimization of conversion, 
bounce rate, and time on site: 
allowing Teads to optimize 
conversion, bounce rate and time 
on site and improving its machine 
learning

33 Strictly 
Necessary

pg_elbDomainHint .plusgrade.com Required to correctly route user 
requests and network traffic to 
the user’s client.

34 Strictly 
Necessary

visid_incap_2815727 .pr.amadeus.com Used to monitor customer 
responses and handles 
anomalous cookies in order to 
identify the type of customer –
lifespan of 12 months
Used to check that the user 
accepts cookies and is not a robot

35 Strictly 
Necessary

nlbi_2815727 .pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall cookie. 
Used to ensure requests by a 
client are sent to the same origin 
server.

36 Strictly 
Necessary

incap_ses_1578_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

4



37 Strictly 
Necessary

incap_ses_1185_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

38 Strictly 
Necessary

incap_ses_375_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

39 Strictly 
Necessary

incap_ses_9153_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

40 Strictly 
Necessary

incap_ses_456_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

41 Strictly 
Necessary

incap_ses_374_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

42 Strictly 
Necessary

incap_ses_455_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.
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43 Strictly 
Necessary

incap_ses_8218_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

44 Strictly 
Necessary

incap_ses_453_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

45 Strictly 
Necessary

incap_ses_1364_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

46 Strictly 
Necessary

incap_ses_452_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

47 Strictly 
Necessary

incap_ses_1579_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

48 Strictly 
Necessary

incap_ses_9125_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.
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49 Strictly 
Necessary

incap_ses_1371_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

50 Strictly 
Necessary

incap_ses_373_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

51 Strictly 
Necessary

incap_ses_869_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

52 Strictly 
Necessary

incap_ses_1580_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

53 Strictly 
Necessary

incap_ses_7227_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

54 Strictly 
Necessary

incap_ses_1319_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.
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55 Strictly 
Necessary

incap_ses_8076_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

56 Strictly 
Necessary

incap_ses_872_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

57 Strictly 
Necessary

incap_ses_801_
2815727

.pr.amadeus.com Incapsula DDoS Protection and 
Web Application Firewall: the 
cookie on which HTTP requests 
are related to a certain session 
(AKA visit). Re-opening the 
browser and accessing same site 
is supposed to be considered 
different visits.

58 Strictly 
Necessary

orderData
https://giftcard.philippineairline
s.com/

Used to store data of the order 
that is placed

59 Strictly 
Necessary

productDetails
https://giftcard.philippineairline
s.com/

Used to store details of the 
product selected for purchase

60 Statistics
affiliateDetails

https://giftcard.philippineairline
s.com/

Used to store the website that 
user has come from.

61 Statistics

gtmData
https://giftcard.philippineairline
s.com/

Used to store order data to be 
user for trigger Google analytics 
scipts

62 Strictly 
Necessary

Struts_SessionId key 
name is OptSessionId

www.philippineairlines.com Issued by Struts (Java) 
Application, this cookie stores 
session data during a user's 
website visit.

63 Strictly 
Necessary

XSRF-TOKEN buy.alliedbankerstravelinsuranc
e.com

This cookie is written to help with 
site security in preventing Cross-
Site Request Forgery attacks.

64 Strictly 
Necessary

ApplicationGatewayA
ffinityCORS

www.alliedbankerstravelinsuran
ce.com

This cookie is used by the 
Windows Azure Application 
Gateway in addition to 
ApplicationGatewayAffinity to 
maintain sticky session even on 
cross-origin requests (information 
received from a resource with a 
different domain name).
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65 Strictly 
Necessary

ApplicationGatewayA
ffinity

www.alliedbankerstravelinsuran
ce.com

Used for maintaining user 
sessions. This cookie is set by this 
website as it runs on the 
Windows Azure cloud platform. It 
enables web browser traffic to be 
kept assigned to single server 
during certain sections of 
website.

66 Strictly 
Necessary

.AspNetCore.Antiforg
ery.t3FzIQCpEDY

buy.alliedbankerstravelinsuranc
e.com

This is an anti-forgery cookie set 
by web applications built using. 
ASP.NET technologies.

67 MARKETING 
COOKIES

_ga www.alliedbankerstravelinsuran
ce.com

This cookie name is associated 
with Google Universal Analytics -
which is a significant update to 
Google's more commonly used 
analytics service. This cookie is 
used to distinguish unique users 
by assigning a randomly 
generated number as a client 
identifier. It is included in each 
page request in a site and used to 
calculate visitor, session and 
campaign data for the sites 
analytics reports.

68 MARKETING 
COOKIES

_gid www.alliedbankerstravelinsuran
ce.com

This cookie is set by Google 
Analytics. It stores and update a 
unique value for each page visited 
and is used to count and track 
pageviews.

69 MARKETING 
COOKIES

_gat_UA-21758555-6
3

www.alliedbankerstravelinsuran
ce.com

This is a pattern type cookie set 
by Google Analytics, where the 
pattern element on the name 
contains the unique identity 
number of the account or website 
it relates to. It is a variation of the 
_gat cookie which is used to limit 
the amount of data recorded by 
Google on high traffic volume 
websites.

70 STRICTLY 
NECESSARY 
COOKIES

.AspNetCore.Antiforg
ery.t3FzIQCpEDY

buy.alliedbankerstravelinsuranc
e.com

This is an anti-forgery cookie set 
by web applications built using 
ASP.NET Core technologies. It is 
designed to stop unauthorised 
posting of content to a website, 
known as Cross-Site Request 
Forgery. It holds no information 
about the user and is destroyed 
on closing the browser.
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71 STATISTICS 
COOKIES

ai_user buy.alliedbankerstravelinsuranc
e.com

This cookie name is associated 
with the Microsoft Application 
Insights software, which collects 
statictical usage and telemetry 
information for apps built on the 
Azure cloud platform. This is a 
unique user identifier cookie 
enabling counting of the number 
of users accessing the application 
over time.

72 STATISTICS 
COOKIES

ai_session buy.alliedbankerstravelinsuranc
e.com

This cookie name is associated 
with the Microsoft Application 
Insights software, which collects 
statictical usage and telemetry 
information for apps built on the 
Azure cloud platform. This is a 
unique anonymous session 
identifier cookie.

73 MARKETING 
COOKIES

_ga buy.alliedbankerstravelinsuranc
e.com

This cookie name is associated 
with Google Universal Analytics -
which is a significant update to 
Google's more commonly used 
analytics service. This cookie is 
used to distinguish unique users 
by assigning a randomly 
generated number as a client 
identifier. It is included in each 
page request in a site and used to 
calculate visitor, session and 
campaign data for the sites 
analytics reports.

74 MARKETING 
COOKIES

_gid buy.alliedbankerstravelinsuranc
e.com

This cookie is set by Google 
Analytics. It stores and update a 
unique value for each page visited 
and is used to count and track 
pageviews.

75 MARKETING 
COOKIES

_gat_UA-21758555-6
3

buy.alliedbankerstravelinsuranc
e.com

This is a pattern type cookie set 
by Google Analytics, where the 
pattern element on the name 
contains the unique identity 
number of the account or website 
it relates to. It is a variation of the 
_gat cookie which is used to limit 
the amount of data recorded by 
Google on high traffic volume 
websites.
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